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Purpose: The Top Layer TopResponse team informs customatstisting
IPS 5500 security features provide proactive ptaiedor the Microsoft
Internet Explorer HTML Rendering Memory Corruptignlnerability (CVE-
2008-4261; MS08-073).

Top Layer Products: IPS 5500 E-Series

Vulnerable Infrastructure: Internet Explorer v5.01, v6, v6 SP1, and v6 SP2;
Microsoft Windows 2000 SP4, XP SP3, XP x64 Editgi®2, Server 2003
SP2, Server x64 Edition SP2 and Server 2003 fardta SP2.

Alert Type: Critical Vulnerability
Risk Assessment: Critical

Threat Impact: Remotely exploitable vulnerability that could all@am attacker
to control vulnerable systems

Advisory | mpact: Prevention

Summary:. Microsoft Internet Explorer is a common web browssed by
Microsoft client infrastructure to retrieve and den content from the
network. The ability to embed rich content in welges is used by many
sites. The reported vulnerability targets how Mswoft Internet Explorer
handles memory while processing unexpected obgutedded into a web
page. The vulnerability could allow a remote ate&adlo execute arbitrary
code on the client system in the context of thgémon user by enticing the
user to open a specially crafted web page. The&B®0 provides proactive
protection for this vulnerability.

Recommended Action: Top Layer recommends the following actions:

Ensure that the rule tin-016002, “EXPLT: Micros@findows Media Player
Plug-in buffer Overflow Vulnerability”, is enabled the IPS Rule Set that is
used to inspect traffic sent to your client infrasture. The rule is currently
enabled in the “Recommended Client Protection” ‘@®etommended Server
Protection” IPS Rule Sets.
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References. Use the following sources for additional infornoati

Additional
Information

Location

Top Layer
Support
Web site

http://www.toplayer .com/suppor t

M icrosoft
Advisory

http://www.micr osoft.com/technet/security/bulletin/M S08-073.mspx

Mitre
CVE

http://cve.mitr e.or g/cgi-bin/cvename.cgi ?name=CV E-2008-4261

Relevant TLN Rules: tin-016002
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